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overleg  brontekst bekijken geschiedenis

Flashen

connect &

De action slimme stekker®) is veel slimmer te maken en minder afhankelijk van tuya

De makkelijkste manier is github:tuya-convert &} op je laptop/rasberry pi/device met wifi te installeren.
Volg de handleiding netjes en hark de software bij elkaar als je iets anders dan debian draait om het goed
te laten werken

Na het inpluggen van de stekker een paar seconde de push button ingedrukt houden en je hoort een
klikje en de stekker begint te knipperen. Dan is die in flash modus, tik 'y’ en/of ENTER om het flashen te
starten.

Aan het einde van de flash het curl commando naar flash3 draaien en er staat tasmota op. (duurt
ongeveer 17 seconden, heb wat geduld)

Nadat er tasmota S} op staan kun je met je telefoon / ... inloggen (telefoon is handig!) op tasmota-
<nummer> en een wifi netwerk kiezen

Als je op je DHCP server, via DNS (of met nmap) het device kunt vinden als tasmota-<nummer>
Hint: meestal werkt http://tasmota- @/<nummer> wel in je browser.
Kies dan voor "console” en paste de volgende regel

reset 5

Wacht even tot de module geherstart is en paste:
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overleg  brontekst bekijken geschiedenis
Flashen
ction slimme stekker©) is veel slimmer te maken en minder afhankelijk van tuya connect )
De makkelijkste manigr+$ github:tuya-convert 2| op je laptop/rasberry pi/device met wifi te installeren.

Volg de handleiding netjes en harl
te laten werken

de software Dij elkaar als je iets anders dan debian draait om het goed

Na het inpluggen van de stekker een paar seconde de push button ingedrukt houden en je hoort een
klikje en de stekker begint te knipperen. Dan is die in flash modus, tik 'y’ en/of ENTER om het flashen te
starten.

Aan het einde van de flash het curl commando naar flash3 draaien en er staat tasmota op. (duurt
ongeveer 17 seconden, heb wat geduld)

Nadat er tasmota S} op staan kun je met je telefoon / ... inloggen (telefoon is handig!) op tasmota-
<nummer> en een wifi netwerk kiezen

Als je op je DHCP server, via DNS (of met nmap) het device kunt vinden als tasmota-<nummer>
Hint: meestal werkt http://tasmota- @/<nummer> wel in je browser.
Kies dan voor "console” en paste de volgende regel

reset 5

Wacht even tot de module geherstart is en paste:



PREVIOUS WORK - TUYA-CONVERT

& ct-Open-Source / tuya-convert ' Public S mart H ome - Sm art H ac k nEfnfsumc‘
: il LN
A collection of scripts to flash Tuya loT devices to alternative firmwares Wie der Weg Ins d|g|tale Zuhause zum SR
s MIT license Spaziergang wird
& Michael Steigerwald

vy 3.6kstars % 425 forks

BIG DATA (personenbezogene Daten)

i} Star v ® Watch ~

Device activating information
<> code () Issues 149 i Pull requests 15 3 Discussions
¥ master ~
on 26 Jan 2021 YY) 400

6 kueblc Release v2.4.5
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PREVIOUS WORK - TUYA-CONVERT

(o)
Client KX - PSK ID xxxx

Smart device

Start TLS Connection
) Server Hello + KX - PSK params

Start session - Encrypted data Vendor server




PREVIOUS WORK - TUYA-CONVERT

Smart device

Start TLS Connection
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PREVIOUS WORK - TUYA-CONVERT
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PREVIOUS WORK - TUYA-CONVERT

Smart device

Start TLS Connection
) Server Hello + KX - PSK params

Vendor server

]

tuya-convert




PREVIOUS WORK - TUYA-CONVERT

Smart device

Start TLS Connection
) Server Hello + KX - PSK params

Vendor server

_— 0l

PSK v2 implementation

tuya-convert
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ESP8266 - INITIAL INVESTIGATION



DUMPING FIRMWARE

-

Flash image




LOADING BINARY INTO GHIDRA

esp-bin2elf

Raw binary Ghidra + Xtensa processor module

https://github.com/jeremygblake/esp-bin2elf-fork



IDENTIFYING KNOWN FUNCTIONS

(@] esp8266_2.1.1_smartconfig.eifunctions.csv - LibreOffice Calc - o X
Fle Edit View [nset Format Sheet Data Took Window Help &
-@- - KEB-2 Qv | f iy if
[beatinsas V0V @ @ @- &-B-F = 5 == $ %00 »
o1 v & L = || o
A 8 c 5
1_|call_user_start 0x0x40100004 a71284cd47b05da72857e16c49a2b03a3c0c3465 21fffi20e71 "
2| DebugExceptionYector 79ae38 76a7224 00d21305¢
3| NMIExceptionVector 700 [ §
) eptonVector 1 00d11310¢
5 |FUN_ 40100098 0x0x40100098 1693bbe9c245148271167947ac754d266d7cBlab  31%efid803. &
| 6 | anen@(ockhloy;egu_s! 72402 411efi3804;
7_|poRemoreBiock 75376500a75cCT: 315803 | (V)
14c 7b5317. 12c1e0d2¢
2090df177b4 M || fr
2Watad 22afbda3 214312807
To1b{14371134a270c0189  41a3M0c0S
cheT. 7217ic004  [[2c1d03%C
10 618 B41cA1477 12 12c10d26
c45453a4 7 700264031
5| 2ce1247 315efi12c]
1 0x0x4010047c _ dcf00cdBeb] Tb1413idB136e12c79724642226c9  41568f12c]
1 95330d1 255be35231e407e1cabdda  12c1d0c2t
8 306926637 7 4138f12c1
i) 14 |7ebcdebd 78407  42a00031
) 38 6d7b065CS, 31 2c30ma5  2100f12c]
21 3 78696480 12c110003
2 S523c. 21e0fe220
3 b 385, 12c10021d
2 3d6ict: Tic116a228  12c110c02
25 Q0fde 7d23b54; 743c9d01 12c1021a
26 |\PortETSIntrUnlock 73dbbeSSect  12c110219
27 |PotDisableint NoNest 2cATOeeledSoRbMBAacTI000c  2105/e220
28 | xt ist_handler 0x0x40100708 |e286401131737681ec166claabb5bi747a13011d  12c1e0c0t
29 |FUN_40100794 0x0x40100794 | d91820903a520e30054/0da34034dc703b95080d  12c110d01
30 [FUN_40100824 0x0x40100824  d08aid40508054d10770c6711ea5053111232b7a  5d0212c1b
31_|xTaskincrementTick edele2c384; TMSiddlbec02  21612ck
2 ontext 4 2b0d; 7d7 219cfil2c]
33y TaskPnoﬂ!!Dlsqmie« 2234 714 12c110c02
] 0x0x40100af8  2(137be0d44e20db3d3aleb172b49451c50ad92  Odi0
35 ISR 807 20el64  c0200028¢
% 48507 2510cad 1d 48125824
37 730a’ Tdadb5 38124822¢
38 722118074357 700403 12c1d0c0:
39 665bc 7. 7d0264032
0 [SPIE 38 | d4da7140506b2c: 3 84614005 12c110c02
41 [Cache_Read Disable_2 7 21icH32ael
4 |Cache_Read_Enable 2 faba2 70371 aald  2leff3llef
43 [soi flash cet id ec605(11c7 7061752 12c1’0091i v
< >
44 b 4 | espB266_2.1.1
. =
?"ﬂ‘ g v 4% < Find Al [] Eormatted Display (] Match Case Q' »
Sheet 1 of 1 Defauit - Average:; Sum:0 | — —— + | 100%

File Edit View [nset Format Sheet Data Jools Window Help
E-8ad-de0 L2843 Qs B R P -
bentinsos M0V @A @ @- &-B- 5= 5 $ -%00 »
[ B -
A [ s
127 | fixunsdisi 0x0x4000cd00 6b25421754:49750675107h79§07b609b62000761c7cd574323304435605495‘
128 | truncdfs2 0x0x4000cd5c  298a67393b14d1551
129 |_extendsidt2 1426 1 11206775ac,..| | [
130 | divdi3 1936326522060 Tedab078cB8 8d04 1c030112¢
131 | udindid 77 (]
132 | _umoddi3 70 265720113220¢: 62a0b06011c0593149213911C
133 | divsi3 7c2cd 30 ®
BI umulsidi3 0 45ace023ace182a662598; 1 100611071204
FUN |_4000dd38 SdbecT: =
©67204cl’ 1726002076304824
D64 tocd50C
dbcBas Beddda
4cl 288774140795ic  8d039d0227b3413a7477b23ce
5 25070
141 |stst_actual 4
142 | udivsi3 1c [771edfB1197 1addd6  b623306d0250/6404034047b5
143 | _umodsi3 167503 7651750
51 73b19fe
d7c2elbl 316912897 14
0x0x4000e2e8 B87190e760id0bb3767d9d4b8d67782076d39%312 ace20c07060200
ois 1206065 D68 -
| 148 | FUN_ |_4000e324 13 7 0di0
129 | | 149 lentry 340¢ 1b17 211if20e7130550100000000d
| 150 |FUN_40100098 27116794 7b405:
240 4110138042
75376500a75cc7: 79413480228124%
. 2808 12c100d 106100418
2090df177b4’ 3141
| 1b2i0afa8 22afb4a3 2
156 FUN 40100208 1281d7b1bt14371134a270c0f89b  41a360c0512c110c93178043c(
nglgucms 5008: 944432 7212130390131 8fic9alcap222(
784ica14 2 12c110d2610130d28240:
©45453a475bcd92 7d026d0312c1105d040c123d0
3a2cel247 315efi12c1104.
0x0x4010047¢ dcmcdﬂcbl7b14l31dﬂl3&12c79724642226:9 4158#12c11052a00002610345¢
'27d20db02d1407 42a0003151#12c11040542002(
34 1177 1afi3202
Confirm import
q Match FUN_40107144 to __mulsf3 with 1% difference? This function was already imported to an equal or better fitting function.
A
i
St

No




TUYA STACK

e FreeRTOS tasks

o Initialization
o "Smart config"
o MQTT
o Peripheral control
e HAL
o Device configuration
o WiFi
o Bluetooth
o Other utilities

FreeRTOS
Tasks

(preemptive scheduler)

App Init

app_init_task

UDP receiver

udp_ap_v3

SmartFrame

sf_task



PSKKey - TLS encryption

AuzKey - Command/data
encryption and signing

SecKey - Replaces AuzKey after
activation

LocalKey - Obtained after
activation, used for local control

No encryption




ESP8266 - VULNERABILITIES



BAD RANDOM GENERATION ™

undefined4 get_random_string(uint unused, char *dest,uint max_length)
{

int clock_rand;

int adc_rand;

uint length;

clock_rand = system_rtc_clock_cali_proc_inner();

adc_rand = wrapper_r_rand_from_adc();

clock_rand = __umodsi3(clock_rand + adc_rand, 0x15f);

length = 0x15eU - clock_rand;

if (max_length < 0x15eU - clock_rand) {

length = max_length;

}

memcpy_actual(dest, s_BAohbmd6aG91IFR1eVjaG5vbGISBUWEW_3ffe9310, length) ;

return 0;




BAD RANDOM GENERATION ™

undefined4 get_random_string(uint unused, char *dest,uint max_length)
{

int clock_rand;

int adc_rand;

uint length;

clock_rand = system_rtc_clock_cali_proc_inner();

adc_rand = wrapper_r_rand_from_adc();

clock_rand = __umodsi3(clock_rand + adc_rand, 0x15f);

length = 0x15eU - clock_rand;

if (max_length < 0x15eU - clock_rand) {

length = max_length;

}

memcpy_actual(dest, s_BAohbmd6aG91IFR1eVjaG5vbGI9SBUWEW_3ffe9310, length) ;

return 0;




v Transport Layer Security
v TLSv1l.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.2 (0x0303)

Length: 62

v Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)
Length: 58
Version: TLS 1.2 (0x0303)

undefined4 get_random_string(uint unuse Random: 424167684241676862606436614739314946523165566a61..

{ Session ID Length: ©

b e e R ST D \ Wi I

BAD RANDOM GENERATION ™

. . Cipher Suites Length: 4

int clock_rand; » Cipher Suites (2 guites)

int adc_rand; Compression Methods Length: 1
. » Compression Methods (1 method)

uint length; Extensions Length: 13

» Extension: max_fragment_length (len=1)
» Extension: encrypt_then_mac (len=0)
adc_rand = wrapper_r_rand_from_adc(); » Extension: extended_master_secret (len=0)

clock_rand = __umodsi3(clock_rand + a

clock_rand = system_rtc_clock_cali_pr

6e 13 d1 9c 71 dd c4 4f 33 b8 88 8b 08 00 45 60 n---q--0 3 E
length = 0x15eU - clock_rand; 00 6b 00 10 00 @0 ff @6 53 12 Ga 2a 2a 16 Oa 2a K 5. AW, s
: _ 2a 01 bf 6b 01 bb 00 00 19 70 20 48 7a fb 50 18 * -k p Hz P
if (max_length < @x15eU - clock_rand) 11 1c 47 d9 00 00 16 03 ©3 00 3e 01 00 00 3a 03 G Se.es

length = max_length; 03 42 41 6f 68 42 41 6f 68 62 6d 64 36 61 47 39y -BAohBAo hbmd6aG9

) 31 49 46 52 31 65 56-6a—6+2T35 76 62 47 39 53 1IFR1eVj aG5vbGIS

7700 00 04 00 ae 00 ff ©1 00 00 Od 00 01 00 01 B
memcpy_actual(dest, s_BAohbmd6aG91IFR1 [Relckichl Kelaoloh T clclgclcaolo R iy B

return 0;



v Transport Layer Security
v TLSv1l.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)

BAD RANDOM GENERATION ™ Lengtt oz - (oneeed)

+ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 58
Version: TLS 1.2 (0x0303)
{ Session ID Length: ©
Cipher Suites Length: 4
» Cipher Suites (2 suites)

undefined4 get_random_string(uint unuse

int clock_rand;

int adc_rand; Compression Methods Length: 1
. . » Compression Methods (1 method)
uint length; Extensions Length: 13
clock_rand = system_rtc_clock_cali_pr » Extension: max_fragment_length (len=1)
» Extension: encrypt_then_mac (len=0)
adc_rand = wrapper_r_rand_from_adc(); » Extension: extended_master_secret (len=0)
88 8b 08 00 45 6@ n---q--0 3 E
This function which returns a prefix of a long hardcoded string is provided as gg ig §: ig gg ig 3K ] S HZ P'
the RNG function to be used by mbedTLS through an invocation of 2e 91 00 00 33 03 G p> :
mbedtls_ssl_conf rng. It is then used for all operations which require g%%wﬁ» BAohBAo hbmd6aG9
q for TLS Said " includ ¢ i 62 47 39 53 1IFR1eVj aG5vbGIS
randomness for purposes. Said operations include parameter generation 00 0d 60 01 00 61 B
for key exchange algorithms. For example, the ClientRandom in the TLS B
Client Hello message as shown in traffic, as well as ClientSecret for DH key

exchange. Meaning that TLS MITM is possible by leveraging the predicted
client-side secrets (with high frequency of success) to derive the TLS
Pre-master Secret.

It is not exploitable since KX-based suites are not used at all, only TLS-PSK
is.




STACK + HEAP BUFFER OVERFLOW

[N]mgqtt_client.c:603 gw wifi stat is:3
Fatal exception (9):

epcl=0x4016000e3

epc2=0x00000000

epc3=0xu025eebd

epcvaddr=0x4e006c6e

depc=0x00000000

rtn_add=0x4016003d4

Free Heap Size: 27112

Stack Point: 3fff5900

3fff5900: UB226890 800PONOO OPOOBGa20 3ffefeud
3fff5910: 00000023 3fff59U0 3ffflb2c 00OOEOOO
3fff5920: 0OOPOPOO UPL1O8800 0POEOO23 UP1OOUab
3fff5930: 00PN UOP1OB880O PPOOOL23 UB25eb65
3fff5940: 0OOEOAUS UP1OT7ec8 0OOOOOO1 POLOLEOOO
3fff5950: UP1O8800 OOPLPLOLO OPOLLO20 UB25F260
3fff5960: UP1O7f80 UP1O7ec8 OOOOOL22 POOOLOOS
3fff5970: 0000OPOO 0PELLO2U 0POPEO2U PO




STACK + HEAP BUFFER OVERFLOW

[N]mgqtt_client.c:603 gw wifi stat is:3
Fatal exception (9):

epcl=0x4016000e3

epc2=0x00000000

epc3=0xu025eebd

epcvaddr=0x4e006c6e
depc=0x00000000
rtn_add=0xu4061003du

Free Heap Size: 27112

Stack buffer overflow in the smart_config task, which is implemented as an
infinite loop and never returns, hence no IP control. No interesting and usable
data on the stack either.

Heap buffer overflow vulnerability in the same smart_config task.
Manipulating heap blocks is possible, but could not exploit it further due to
input constraints (no null bytes allowed in trigger payload).




"DYNAMIC ANALYSIS™ - RAM DUMP

e Reset to bootrom
e esptool to dump RAM



40107720 S0
40

00

40107720
40107724
40107728
4010772c
40107730 30
40107731 9d
40107732 10
40107733 40

BlockLink_40107720

77 10

30 00

80 90 ...

50 77 10 40
30 00 00 30
90 €8 22 40
00 00 00 00

BlockLink

BlockLin...BlockLink_40107750
size_t 80000030h
char * s_user_app_40226890
uint32_t Oh

30h

9Dh

10h

40h

XREF[2]:

pxNextFreeBl... =
xBlockSize

file

line

3ffefe2c(*), 3fffaabl(*)

40108430

3ffefe2c(*), 3£ffaabl(*)




BlockLink_40107720 XREF[2]: 3ffefe2c(*), 3fffaab0(*)
40107720 50 77 10 BlockLink
40 30 00
00 80 90
40107720 50 77 BlockLin...BlockLink_40107750 XREF[2]: 3ffefe2c(*), 3fffaabl(*)
40107724 30 00 size_t 80000030h
40107728 90 €8 char * s_user_app_40226890
4010772c 00 00 uint32_t 0Oh
40107730 30 ? 30h
40107731 9d 9Dh
40107732 10 10h
40107733 40 40h

% notkmhn / binutils-gdb-xtensa rublic
forked from jemvbkbc/binutils-gdb-xtensa

binutils and GDB for xtensa

83 GPL-2.0 and 3 other licenses found
Yy Ostars % 7forks

\ W star - | £ Notifications )

<> Code {9 Pullrequests () Actions [ Projects [0 Wiki () Security

‘» ¥ master ~ ‘ ‘ Go to file ‘

‘ This branch is 1 commit ahead, 4653 commits behind jcmvbkbc:master. 1% Contribute ~

@ notkmhn Changes to use gdb with esp8266-openocd onApr8,2021 101,385




SUMMARY

Found a few bugs that weren't easily exploitable

RAM dumping using esptool for static analysis with Ghidra
Debugging worked somewhat

Learned a lot about Tuya's stack
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BK7231 ARCHITECTURE

FINDING DATASHEETS

LOSC LCSCELECTRONICS [0,
\/ More Asian Brands, Lower Prices

TLV61220DBVR  CL10A226MP8NUNE  CLO5A105KA5NQNC

All Products ~ Manufacturers BOM Tool Popular Products Deals About LCSC

<« Back Home

"bk7231" did not return any results

Tips on Searching for Parts:

Check spelling of part number or keywords
Use fewer or different keywords

Search on 1 part number at a time

Search by Product Category
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BK7231 ARCHITECTURE

o J BK7231 Data Sheet QN40V0.6

BK7231 Data Sheet




BK7231 ARCHITECTURE

ty of network protocols.

jouble 12C
inel ADC An input voltage

e Support

F switches, using QFN Package,

stand by Wi-FI S1A , AP, Direct , Repeater mode
stand by SGI , Green-Field Preamble and A-MPDU
stand by WPA , WPA2 with WAPI Security Protocol

stand by 802.11e as well as WMM-PS protocol

ARMSY68E-S MCU The highest frequency 120 MHz

Chip FLASH , Support for transparent download

Chip 256 Kbyte data RAM 50 MHz SDIO Interface and

sinalet SPI interface



arm968e-s

Q Al [ Images [ Videos @ Maps ¢ Shopping : More

About 94.700 results (0,42 seconds)

https://developer.arm.com> ...» Arm9  }

ARMO968E-S Technical Reference Manual rOp1 - Arm Developer

The synthesizable ARM968E-S processor is a member of the ARM9 Thumb family and
implements the ARMV5TE architecture. It supports the 32-bit ARM instruction ...




Contents
ARM968E-S Technical Reference Manual

Preface

About this manual
Feedback

Chapter 1 Introduction

1.1 About the ARM968E-S processor
1.2 TCM access
1.3 Debug interface configurations




Google ~ bkr2st

https://github.com > tuya » tuya-iotos-embeded-sdk-wif...

Tuya IoTOS Embeded SDK WiFi & BLE for BK7231T - GitHub

Tuya loTOS Embedded Wi-Fi and BLE SDK for BK7231T. H132hR | English. Overview.
Developed independently by Tuya Smart, Tuya loTOS is the world's only loT ...




OPEN SOURCE!

(=

Go g|€ bk7231t X

https://github.com » tuya » tuya-iotos-embeded-sdk-wif...

Tuya loTOS Embeded SDK WiFi & BLE for BK7231T - GitHub

Tuya 1oTOS Embedded Wi-Fi and BLE SDK for BK7231T. F13ZhR | English. Overview.
Developed independently by Tuya Smart, Tuya IoTOS is the world's only IoT ...

.




3 tuya [ tuya-iotos-embeded-sdk-wifi-ble-bk7231t  Public

<> Code (© lssues 2 1 Pull requests (® Actions 3 Projects 0 Wiki @ Security |~ Insights

¥ master ~ ‘ ¥ 1branch O 1tag Gotofile  Addfile ~ ‘

chenyisong update package.exe 4c04a6c on 23 Sep 2021 O 9 commits

apps update template_demo PRODECT_ID 13 months ago
platforms/bk7231t update package.exe 6 months ago
sdk tuya iotos embeded wifi&ble sdk for bk7231t version 1.0.2 14 months ago
.gitignore tuya iotos embeded wifi&ble sdk for bk7231t version 1.0.2 14 months ago
README.md Update README.md 13 months ago
README_zh.md fix README.md link address 14 months ago

build_app.sh tuya iotos embeded wifi&ble sdk for bk7231t version 1.0.2 14 months ago




:= README.md

Tuya loTOS Embedded Wi-Fi and BLE SDK for BK7231T

FI3ZhR | English

Overview

Developed independently by Tuya Smart, Tuya - is the world's only loT operating system covering all levels of
loT sensing, interruption, network, platform, and application. Benefiting from Tuya Smart's accumulation in the loT
industry, TuyaloTOS provides solutions for a full range of products from product design, R&D, to post-operation.

Tuya loTOS embedded SDK is an important part of Tuya IoTOS. By virtue of dedicated design, it provides
customers with unified APIs, rich SDKs, and DIY functions, enhancing the integrality of the loT industry. It can be
applied to industrial loT, vehicle networking, security monitoring, outing, and smart home development.
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A NEW CHIP, A NEW BUG

struct LAN_AP_NW_CFG_S {
/! ...
char ap_cfg_token[64];
int fd;
short log_ack_timer;
short send_log_mid;
int (*finish_cb) (PTR_SSID_PASSWORD_TOKEN, int);
SSID_PASSWORD_TOKEN spt;
//
b

struct LAN_AP_NW_CFG_S lan_ap_nw_cfg;
/...

void __udp_ap_v3_task()
{

*json_object = parse_json_payload();

*ssid = cJSON_GetObjectItem("ssid", json_object);
*password = cJSON_GetObjectItem("passwd", json_object);
*token = cJSON_GetObjectItem("token", json_object);

strncpy(lan_ap_nw_cfg->spt.ssid, ssid->valuestring, 32);
strncpy(lan_ap_nw_cfg->spt.passwd, password->valuestring, 64);

int token_length = strlen(token);
memcpy (lan_ap_nw_cfg.ap_cfg_token, token, token_length);

int result = lan_ap_nw_cfg->finish_cb(lan_ap_nw_cfg->spt, 0x10002);
cJSON_Delete(json_object);
/...
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cJSON_Delete(json_object);
/...

"ssid": "AP SSID",
"passwd": "AP passphrase"”,

"token": "AP configuration token"
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DUMPING FIRMWARE

SERIAL PROTOCOL

o  FLASH READING/WRITING
e DEVICE METADATA
o  SPECIFICATIONIS .. UNKNOWN



Module pin  Serial pin

RXD1 1R

TXD1 RX

\es VCC3.3V

GND GND

Prepare software

Download and open the BK7231T chip flashing tool. The following figure shows the window of the chip
flashing tool. The following table describes the required parameters boxed in red in the figure.

Parameter Description

Flashing Target The chip platform is BK7231T. Therefore, BK7231 is used.

Start address Set the valueto 0x00011000 in most cases.

Operation length ~ Select ©x@01EFO80 (©x00200000-0x00011600)

Baud rate Select 921600
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Install for Debian/Ubuntu/Linux Mint
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case 8: ] .5 .
zero_var = *(ushort *)(maybe_parse_state + 2); Ha% BuLldowd FlachReduakiaddr; IuE):

cmd_type_var = *request_bytes; 1ength=1+(4+o)
one_var_2byte = zero_var + 1 & Oxfffeffff;
*(short *)(maybe parse_state + 2) = (short)one_var 2byte; buf = bytearray(4096)
puvar3[zero_var] = cmd_type_var; -
cmd_type_again = *puVar3; buf[o]=6ex01
if ((cmd_type_again == '\x09') && (one_var_2byte == *(ushort *)(maybe_parse_state + 8))) { buf[1]=0xe0
/* if command type == 0x9
and command length lsb == Ox1 buf[2]=0xfc

This seems to be flash read 4k */ buf[3]=exff
addr_for_cmd = *(uint *)(puvar3 + 1); =
*(uint *)(maybe_parse_state + Oxlc) = addr_for_cmd; Ruff AT
/% if addr < 0x10000 */ buf[5]=(length&Oxff)
if (addr_for_cmd < 0x10000) {
puvar3[5] = (char)*(ushort *)(naybe_parse_state + 8) + -5; buf[6]=((length>>8)&oxff)

maybe_build_cmd_response(9,6,7,puvar3 + 1); buf[7]=CMD_FlashRead4k

}



README.md

bk7231tools

This is a collection of tools to interact with and analyze artifacts for BK7231
MCUs.

Contributors

e Kuba Szczodrzynski - @kuba2k2

Packages

No packages published
Publish your first package

Contributors 3

@ notkmhn Khaled Nassar
. tjclement Tom Clement

in kuba2k2 Kuba Szczodrzyniski
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ANALYZING FIRMWARE DUMPS

Flash layout contains two code partitions

e Bootloader
e Userapp

Other configuration partitions too, defined by
user app
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AKA OBFUSCATION



ANALYZING FIRMWARE DUMPS

Flash layout contains two code partitions

e Bootloader
e Userapp

Other configuration partitions too, defined by
user app

AND DEGRYPTS
CODE PARTITIONS

BK7231T0OLS TO THE RESCUE
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BUG TO JAILBREAK

struct LAN_AP_NW_CFG_S {
/! ...
char ap_cfg_token[64];
int fd;
short log_ack_timer;
short send_log_mid;
int (*finish_cb) (PTR_SSID_PASSWORD_TOKEN, int);
SSID_PASSWORD_TOKEN spt;
//
b

struct LAN_AP_NW_CFG_S lan_ap_nw_cfg;
/...

void __udp_ap_v3_task()
{

*json_object = parse_json_payload();

*ssid = cJSON_GetObjectItem("ssid", json_object);
*password = cJSON_GetObjectItem("passwd”, json_object);
*token = cJSON_GetObjectItem("token", json_object);

strncpy(lan_ap_nw_cfg->spt.ssid, ssid->valuestring, 32);
strncpy(lan_ap_nw_cfg->spt.passwd, password->valuestring, 64);

int token_length = strlen(token);
memcpy (lan_ap_nw_cfg.ap_cfg_token, token, token_length);

int result = lan_ap_nw_cfg->finish_cb(lan_ap_nw_cfg->spt, 0x10002);
cJSON_Delete(json_object);
/...

"ssid": "AP SSID",
"passwd": "AP passphrase"”,

"token": "AP configuration token"
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OVERWRITING THE PSK 1050 __tmn_gn_pkey gt (st *tn_)

OVar1 = http_pskkey_get(&result);
if (Ovar1l == 8) {

}
else {
ptvar2 = ty_cJSON_GetObjectItem(result, "pskKey");
__src = ptVar2->valuestring;
PrintLog(...);
strncpy(gw_cntl.gw_base.psk_key, __src,08x29);
OVar1 = wd_gw_base_if_write(&gw_cntl.gw_base);
if (Ovar1 == 8) {
tuya_tls_register_constant
(gw_cntl.gw_base.uuid, gw_cntl.gw_base.auth_key, gw_cntl.gw_base.psk_key);
}
else {
PrintLog(...);
}
ty_cJSON_Delete(result);




REASSESSING WIN CONDITIONS

e Getthe PSK

o  Overwrite
~—teak

+—Downgradete-vuinerableprotecol-version
e Get code execution on the device itself
e Overwrite security keys



OVERWRITING KEYS

ONERE Call
To Rure THEM ALL




GADGET HUNTING

e Function that sets the security keys to jump into
e A"fixup" gadget to set up the registers as needed



GADGET HUNTING

void __mf_cmd_process(MF_PRO_HEAD_S *hd) {

ptVar17 = ty_cJSON_GetObjectItem(ptVar9, "uuid");

strepy((char *)pGVar18,ptVar17->valuestring);

ptVar17 = ty_cJSON_GetObjectItem(ptVar9, "pskKey"); adds re, r7, #0
strcpy(pGVar18->psk_key, ptVar17->valuestring); 1dr r1, [sp, #8]
ptVar17 = ty_cJSON_GetObjectItem(ptVar9, "auzkey"); 1dr r3, [r5, #0x20]
strcpy(pGVari18->auth_key, ptVar17->valuestring) ; blx r3

OVar1e = wd_gw_base_if_write(pGVar18);




PUTTING EVERYTHING TOGETHER

VULNERABLE FUNCTION

FIXUP GADGET

TARGET GADGET
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RELEASING INTO THE WILD

[ tuya-cloudcutter / tuya-cloudcutter  Public
A tool that disconnects Tuya devices from the cloud, allowing them to run completely locally.

&8 MIT license
| Yy 68stars % 11 forks

Y Star L\ Notifications

<> Code () Issues 51 i1 Pullrequests 1 ® Actions [ Projects [ Wiki

¥ main ~ Go to file

Khaled Nassar Merge pull request #110 from Cossid/Euarne-BR30-RG... - 27 daysago Y9176

View code

https://github.com/tuya-cloudcutter/tuya-cloudcutter



DEMO TIME



IN CLOSING

e Found a vulnerability affecting almost all BK7231 devices to date
e Tuya was really cool about it -> we sent bug bounty to charity
e Embedded security is catching up -> still interesting target



GETTING IN TOUCH

KHALED NASSAR TOM CLEMENT
notkmhn ticlement
@notkmhn @Tom_Clement
e ius-ESP8266 JTAG debugging
e Dblasty ( @bl4dsty) - ESP8266 vulnerability analysis support
e Jilles Groenendijk ( @jilles_com) - BK7231 firmware gathering and support
e V-TRUST for disclosure tips



